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Overview

AI is increasingly woven into nearly every facet of our lives. This integration is occurring in 
sectors such as education, finance, and healthcare, where critical decisions are often based 
on algorithmic insights. This trend promises to bring many advantages; however, it also 
introduces potential risks. Consequently, in the past year, there has been a significant focus 
on the responsible development and deployment of AI systems. The AI community has also 
become more concerned with assessing the impact of AI systems and mitigating risks for 
those affected.

This chapter explores key trends in responsible AI by examining metrics, research, and 
benchmarks in four key responsible AI areas: privacy and data governance, transparency 
and explainability, security and safety, and fairness. Given that 4 billion people are expected 
to vote globally in 2024, this chapter also features a special section on AI and elections and 
more broadly explores the potential impact of AI on political processes.
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1. Robust and standardized evaluations for LLM responsibility are seriously lacking.  
New research from the AI Index reveals a significant lack of standardization in responsible AI reporting.  

Leading developers, including OpenAI, Google, and Anthropic, primarily test their models against different 

responsible AI benchmarks. This practice complicates efforts to systematically compare the risks and limitations 

of top AI models.

2. Political deepfakes are easy to generate and difficult to detect. Political deepfakes are already 

affecting elections across the world, with recent research suggesting that existing AI deepfake detection methods 

perform with varying levels of accuracy. In addition, new projects like CounterCloud demonstrate how easily AI 

can create and disseminate fake content.

3. Researchers discover more complex vulnerabilities in LLMs. Previously, most efforts to 

red team AI models focused on testing adversarial prompts that intuitively made sense to humans. This year, 

researchers found less obvious strategies to get LLMs to exhibit harmful behavior, like asking the models to 

infinitely repeat random words.

4. Risks from AI are a concern for businesses across the globe. A global survey on responsible AI 

highlights that companies’ top AI-related concerns include privacy, security, and reliability. The survey shows that 

organizations are beginning to take steps to mitigate these risks. However, globally, most companies have so far 

only mitigated a portion of these risks.

5. LLMs can output copyrighted material. Multiple researchers have shown that the generative outputs 

of popular LLMs may contain copyrighted material, such as excerpts from The New York Times or scenes from 

movies. Whether such output constitutes copyright violations is becoming a central legal question.

6. AI developers score low on transparency, with consequences for research. The newly 

introduced Foundation Model Transparency Index shows that AI developers lack transparency, especially 

regarding the disclosure of training data and methodologies. This lack of openness hinders efforts to further 

understand the robustness and safety of AI systems.

Chapter Highlights
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7. Extreme AI risks are difficult to analyze. Over the past year, a substantial debate has emerged among 

AI scholars and practitioners regarding the focus on immediate model risks, like algorithmic discrimination, versus 

potential long-term existential threats. It has become challenging to distinguish which claims are scientifically 

founded and should inform policymaking. This difficulty is compounded by the tangible nature of already present 

short-term risks in contrast with the theoretical nature of existential threats.

8. The number of AI incidents continues to rise. According to the AI Incident Database, which tracks 

incidents related to the misuse of AI, 123 incidents were reported in 2023, a 32.3% increase from 2022. Since 

2013, AI incidents have grown by over twentyfold. A notable example includes AI-generated, sexually explicit 

deepfakes of Taylor Swift that were widely shared online.

9. ChatGPT is politically biased. Researchers find a significant bias in ChatGPT toward Democrats in the 

United States and the Labour Party in the U.K. This finding raises concerns about the tool’s potential to influence 

users’ political views, particularly in a year marked by major global elections.

Chapter Highlights (cont’d)
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Data governance

Explainability

Fairness

Privacy

Security and safety

Transparency

Responsible AI dimension

Establishment of policies, procedures, and standards to
ensure the quality, security, and ethical use of data, which
is crucial for accurate, fair, and responsible AI operations,
particularly with sensitive or personally identiable
information.

The capacity to comprehend and articulate the rationale
behind AI decisions, emphasizing the importance of AI
being not only transparent but also understandable to users
and stakeholders.

Creating algorithms that are equitable, avoiding bias or
discrimination, and considering the diverse needs and
circumstances of all stakeholders, thereby aligning with
broader societal standards of equity.

An individual’s right to condentiality, anonymity, and
protection of their personal data, including the right to
consent and be informed about data usage, coupled with
an organization’s responsibility to safeguard these rights
when handling personal data.

The integrity of AI systems against threats, minimizing
harms from misuse, and addressing inherent safety risks
like reliability concerns and the potential dangers of
advanced AI systems.

Open sharing of development choices, including data
sources and algorithmic decisions, as well as how AI
systems are deployed, monitored, and managed, covering
both the creation and operational phases.

Denition

Policies and procedures are in place to maintain data
quality and security, with a particular focus on ethical use
and consent, especially for sensitive health information.

The platform can articulate the rationale behind its
treatment recommendations, making these insights
understandable to doctors and patients, ensuring trust in its
decisions.

The platform is designed to avoid bias in treatment
recommendations, ensuring that patients from all
demographics receive equitable care.

Patient data is handled with strict condentiality, ensuring
anonymity and protection. Patients consent to whether and
how their data is used to train a treatment recommendation
system.

Measures are implemented to protect against cyber threats
and ensure the system’s reliability, minimizing risks from
misuse or inherent system errors, thus safeguarding patient
health and data.

The development choices, including data sources and
algorithmic design decisions, are openly shared. How the
system is deployed and monitored is clear to healthcare
providers and regulatory bodies.

Example

Responsible AI dimensions, denitions, and examples
Source: AI Index, 2024

Responsible AI Definitions
In this chapter, the AI Index explores four key 

dimensions of responsible AI: privacy and data 

governance, transparency and explainability, security 

and safety, and fairness. Other dimensions of 

responsible AI, such as sustainability and reliability, 

are discussed elsewhere in the report. Figure 3.1.1 

3.1 Assessing Responsible AI
offers definitions for the responsible AI dimensions 

addressed in this chapter, along with an illustrative 

example of how these dimensions might be 

practically relevant. The “Example” column examines 

a hypothetical platform that employs AI to analyze 

medical patient data for personalized treatment 

recommendations, and demonstrates how issues like 

privacy, transparency, etc., could be relevant.1

1 Although Figure 3.1.1 breaks down various dimensions of responsible AI into specific categories to improve definitional clarity, this chapter organizes these dimensions into the following 
broader categories: privacy and data governance, transparency and explainability, security and safety, and fairness.

This chapter begins with an overview of key trends in responsible AI (RAI). In this section the AI Index defines key terms 
in responsible AI: privacy, data governance, transparency, explainability, fairness, as well as security and safety. Next, 
this section looks at AI-related incidents and explores how industry actors perceive AI risk and adopt AI risk mitigation 
measures. Finally, the section profiles metrics pertaining to the overall trustworthiness of AI models and comments on 
the lack of standardized responsible AI benchmark reporting.

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.1
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AI Incidents
The AI Incident Database (AIID) tracks instances of ethical 

misuse of AI, such as autonomous cars causing pedestrian 

fatalities or facial recognition systems leading to wrongful 

arrests.2 As depicted in Figure 3.1.2, the number of 

AI incidents continues to climb annually. In 2023, 123 

incidents were reported, a 32.3% increase from 2022. 

Since 2013, AI incidents have grown by over twentyfold. 

The continuous increase in reported incidents likely 

arises from both greater integration of AI into real-

world applications and heightened awareness of its 

potential for ethical misuse. However, it is important 

to note that as awareness grows, incident tracking 

and reporting also improve, indicating that earlier 

incidents may have been underreported.

2 Another database of AI incidents is the AIAAIC.

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.2
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Examples 

The next section details recent AI incidents to shed light 

on the ethical challenges commonly linked with AI.

AI-generated nude images of Taylor Swift

In January 2024, sexually explicit, AI-generated 

images purportedly depicting Taylor Swift surfaced 

on X (formerly Twitter). These images remained 

live for 17 hours, amassing over 45 million views 

before they were removed. Generative AI models 

can effortlessly extrapolate from training data, 

which often include nude images and celebrity 

photographs, to produce nude images of celebrities, 

even when images of the targeted celebrity are 

absent from the original dataset. There are filters put 

https://incidentdatabase.ai/
https://www.aiaaic.org/aiaaic-repository
https://www.theverge.com/2024/1/25/24050334/x-twitter-taylor-swift-ai-fake-images-trending
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in place that aim to prevent such content creation; 

however, these filters can usually be circumvented 

with relative ease.

Unsafe behavior of fully self-driving cars

Recent reports have surfaced about a Tesla in Full 

Self-Driving mode that detected a pedestrian on a 

crosswalk in San Francisco but failed to decelerate 

and allow the pedestrian to cross the street safely 

(Figure 3.1.3). Unlike other developers of (partially) 

automated driving systems, who limit the use of their 

software to specific settings such as highways, Tesla 

permits the use of their beta software on regular 

streets. This incident is one of several alleged cases 

of unsafe driving behavior by cars in Full Self-Driving 

mode. In November 2022, a Tesla was involved in an 

eight-car collision after abruptly braking. Another 

crash involving a Tesla is under investigation for 

potentially being the first fatality caused by Full  

Self-Driving mode.

Privacy concerns with romantic AI chatbots

Romantic AI chatbots are meant to resemble a lover or 

friend, to listen attentively, and to be a companion for 

their users (Figure 3.1.4). In this process, they end up 

collecting significant amounts of private and sensitive 

information. Researchers from the Mozilla Foundation 

reviewed 11 romantic AI chatbots for privacy risks and 

found that these chatbots collect excessive personal 

data, can easily be misused, and offer inadequate data 

protection measures. For example, the researchers 

found that the privacy policy by Crushon.AI states that 

it “may collect extensive personal and even health-

related information from you like your ‘sexual health 

information,’ ‘[u]se of prescribed medication,’ and ‘[g]

ender-affirming care information.’” The researchers 

further discussed privacy concerns associated with 

Artificial Intelligence
Index Report 2024

Figure 3.1.3

Tesla recognizing pedestrian but not slowing 
down at a crosswalk
Source: Gitlin, 2023

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

romantic AI chatbots and highlighted how the  

services, despite being marketed as empathetic 

companions, are not transparent about their operation 

and data handling.

Figure 3.1.4

Romantic chatbot generated by DALL-E
Source: AI Index, 2024

https://arstechnica.com/cars/2023/05/teslas-full-self-driving-sees-pedestrian-chooses-not-to-slow-down/
https://www.cnn.com/2023/01/17/business/tesla-8-car-crash-autopilot/index.html
https://www.washingtonpost.com/technology/interactive/2024/tesla-full-self-driving-fatal-crash/
https://foundation.mozilla.org/en/privacynotincluded/articles/happy-valentines-day-romantic-ai-chatbots-dont-have-your-privacy-at-heart/
https://arstechnica.com/cars/2023/05/teslas-full-self-driving-sees-pedestrian-chooses-not-to-slow-down/
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Risk Perception
In collaboration with Accenture, this year a team of 

Stanford researchers ran a global survey with respondents 

from more than 1,000 organizations to assess the global 

state of responsible AI. The organizations, with total 

revenues of at least $500 million each, were taken 

from 20 countries and 19 industries and responded in 

February–March 2024.3 The objective of the Global State 

of Responsible AI survey was to gain an understanding of 

the challenges of adopting responsible AI practices and to 

allow for a comparison of responsible AI activities across 

10 dimensions and across surveyed industries and regions.

Respondents were asked which risks were relevant to 

them, given their AI adoption strategy; i.e., depending 

on whether they develop, deploy, or use generative or 

nongenerative AI. They were presented with a list 

of 14 risks and could select all that apply to them, 

given their AI adoption strategies.4 The researchers 

found that privacy and data governance risks, e.g., 

the use of data without the owner’s consent or data 

leaks, are the leading concerns across the globe. 

Notably, they observe that these concerns are 

significantly higher in Asia and Europe compared to 

North America. Fairness risks were only selected by 

20% of North American respondents, significantly 

less than respondents in Asia (31%) and Europe 

(34%) (Figure 3.1.5). Respondents in Asia selected, 

on average, the highest number of relevant risks 

(4.99), while Latin American respondents selected, 

on average, the fewest (3.64).

3 The full Global State of Responsible AI report is forthcoming in May 2024. Additional details about the methodology can be found in the Appendix to this chapter.

4 The full list of risks can be found in the Appendix. In Figure 3.1.5, the AI Index only reports the percentages for risks covered by this chapter.

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.5
Note: Not all differences between regions are statistically significant.

Artificial Intelligence
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Risk Mitigation
The Global State of Responsible AI survey finds 

that organizations in most regions have started to 

operationalize responsible AI measures. The majority of 

organizations across regions have fully operationalized 

at least one mitigation measure for risks they reported 

as relevant to them, given their AI adoption (Figure 3.1.6). 

Some companies in Europe (18%), North America 

(17%), and Asia (25%) have already operationalized 

more than half of the measures the researchers asked 

about across the following dimensions: fairness, 

transparency and explainability, privacy and data 

governance, reliability, and security.5 

5 The AI Index only considers the adoption of RAI measures across the dimensions covered in the AI Index. The Global State of Responsible AI report covers RAI adoption across 10 dimensions.

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.6
Note: Not all differences between regions 

are statistically significant.

Artificial Intelligence
Index Report 2024
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Overall Trustworthiness
As noted above, responsible AI encompasses various 

dimensions, including fairness and privacy. Truly 

responsible AI models need to excel across all these 

aspects. To facilitate the evaluation of broad model 

“responsibility” or trustworthiness, a team of researchers 

introduced DecodingTrust, a new benchmark that 

evaluates LLMs on a broad spectrum of responsible AI 

metrics like stereotype and bias, adversarial robustness, 

privacy, and machine ethics, among others. Models 

receive a trustworthiness score, with a higher score 

signifying a more reliable model.

The study highlights new vulnerabilities in GPT-type 

models, particularly their propensity for producing 

biased outputs and leaking private information from 

training datasets and conversation histories. Despite 

GPT-4’s improvements over GPT-3.5 on standard 

benchmarks, GPT-4 remains more susceptible to 

misleading prompts from jailbreaking tactics. This 

increased vulnerability is partly due to GPT-4’s 

improved fidelity in following instructions. Hugging 

Face now hosts an LLM Safety Leaderboard, 

which is based on the framework introduced in 

DecodingTrust. As of early 2024, Anthropic’s Claude 

2.0 was rated as the safest model (Figure 3.1.7).

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.7
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Benchmarking Responsible AI
Tracking Notable Responsible AI Benchmarks 
Benchmarks play an important role in tracking the 

capabilities of state-of-the-art AI models. In recent 

years there has been a shift toward evaluating models 

not only on their broader capabilities but also on 

responsibility-related features. This change reflects 

the growing importance of AI and the growing 

demands for AI accountability. As AI becomes more 

ubiquitous and calls for responsibility mount, it will 

become increasingly important to understand which 

benchmarks researchers prioritize. 

Figure 3.1.8 presents the year-over-year citations for a 

range of popular responsible AI benchmarks. Introduced 

in 2021, TruthfulQA assesses the truthfulness of 

LLMs in their responses. RealToxicityPrompts and 

ToxiGen track the extent of toxic output produced 

by language models. Additionally, BOLD and BBQ 

evaluate the bias present in LLM generations. 

Citations, while not completely reflective of 

benchmark use, can serve as a proxy for tracking 

benchmark salience. 

Virtually all benchmarks tracked in Figure 3.1.8 have 

seen more citations in 2023 than in 2022, reflecting 

their increasing significance in the responsible 

AI landscape. Citations for TruthfulQA have risen 

especially sharply. 

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.8
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https://arxiv.org/abs/2109.07958
https://arxiv.org/abs/2009.11462
https://arxiv.org/pdf/2203.09509v4.pdf
https://arxiv.org/abs/2101.11718
https://arxiv.org/abs/2110.08193
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Reporting Consistency 
The effectiveness of benchmarks largely depends 

on their standardized application. Comparing model 

capabilities becomes more straightforward when 

models are consistently evaluated against a specific 

set of benchmarks. However, testing models on 

different benchmarks complicates comparisons, as 

individual benchmarks have unique and idiosyncratic 

natures. Standardizing benchmark testing, therefore, 

plays an important role in enhancing transparency 

around AI capabilities.

New analysis from the AI Index, however, suggests that 

standardized benchmark reporting for responsible 

AI capability evaluations is lacking. The AI Index 

examined a selection of leading AI model developers, 

specifically OpenAI, Meta, Anthropic, Google, and 

Mistral AI. The Index identified one flagship model 

from each developer (GPT-4, Llama 2, Claude 2, 

Gemini, and Mistral 7B) and assessed the benchmarks 

on which they evaluated their model. A few standard 

benchmarks for general capabilities evaluation were 

commonly used by these developers, such as MMLU, 

HellaSwag, ARC Challenge, Codex HumanEval, and 

GSM8K (Figure 3.1.9). 

3.1 Assessing Responsible AI
Chapter 3: Responsible AI

Figure 3.1.9
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However, consistency was lacking in the reporting 

of responsible AI benchmarks (Figure 3.1.10). 

Unlike general capability evaluations, there is 

no universally accepted set of responsible AI 

benchmarks used by leading model developers. 

TruthfulQA, at most, is used by three out of the five 

selected developers. Other notable responsible 

AI benchmarks like RealToxicityPrompts, ToxiGen, 

BOLD, and BBQ are each utilized by at most two of 

the five profiled developers. Furthermore, one out 

of the five developers did not report any responsible 

AI benchmarks, though all developers mentioned 

conducting additional, nonstandardized internal 

capability and safety tests.

The inconsistency in reported benchmarks 

complicates the comparison of models, particularly 

in the domain of responsible AI. The diversity 

in benchmark selection may reflect existing 

benchmarks becoming quickly saturated, rendering 

them ineffective for comparison, or the regular 

introduction of new benchmarks without clear 

reporting standards. Additionally, developers 

might selectively report benchmarks that positively 

highlight their model’s performance. To improve 

responsible AI reporting, it is important that a 

consensus is reached on which benchmarks model 

developers should consistently test.
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Current Challenges
Obtaining genuine and informed consent for training 

data collection is especially challenging with LLMs, 

which rely on massive amounts of data. In many cases, 

users are unaware of how their data is being used or 

the extent of its collection. Therefore, it is important to 

ensure transparency around data collection practices. 

3.2 Privacy and Data Governance

Relatedly, there may be trade-offs between the utility 

derived from AI systems and the privacy of individuals. 

Striking the right balance is complex. Finally, properly 

anonymizing data to enhance privacy while retaining 

data usefulness for AI training can be technically 

challenging as there is always a risk that anonymized 

data can be re-identified.

A comprehensive definition of privacy is difficult and context-dependent. For the purposes of this report, the AI 
Index defines privacy as an individual’s right to the confidentiality, anonymity, and protection of their personal data, 
along with their right to consent to and be informed about if and how their data is used. Privacy further includes an 
organization’s responsibility to ensure these rights if they collect, store, or use personal data (directly or indirectly). In 
AI, this involves ensuring that personal data is handled in a way that respects individual privacy rights, for example, 
by implementing measures to protect sensitive information from exposure, and ensuring that data collection and 
processing are transparent and compliant with privacy laws like GDPR.

Data governance, on the other hand, encompasses policies, procedures, and standards established to ensure the 
quality, security, and ethical use of data within an organization. In the context of AI, data governance is crucial for 
ensuring that the data used for training and operating AI systems is accurate, fair, and used responsibly and with 
consent. This is especially the case with sensitive or personally identifiable information (PII).

3.2 Privacy and Data Governance
Chapter 3: Responsible AIArtificial Intelligence

Index Report 2024

https://link.springer.com/article/10.1007/s00146-021-01262-5
https://link.springer.com/article/10.1007/s00146-023-01692-3
https://hbr.org/2015/05/customer-data-designing-for-transparency-and-trust
https://arxiv.org/pdf/2303.01819.pdf
https://ieeexplore.ieee.org/document/9343198/;jsessionid=7CE6D542477F35FA1CC3146CF4EB92CB
https://gdpr-info.eu/
https://www.sciencedirect.com/science/article/abs/pii/S0740624X20302719
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Privacy and Data Governance 
in Numbers
The following section reviews the state of privacy and 

data governance within academia and industry.

Academia 

For this year’s report, the AI Index examined 

the number of responsible-AI-related academic 

submissions to six leading AI conferences: AAAI, 

AIES, FAccT, ICML, ICLR, and NeurIPS.6 Privacy and 

data governance continue to increase as a topic of 

interest for AI researchers. There were 213 privacy and 

data governance submissions in 2023 at the select AI 

conferences analyzed by the AI Index, nearly double 

the number submitted in 2022 (92), and more than five 

times the number submitted in 2019 (39) (Figure 3.2.1). 

6 The methodology employed by the AI Index to gather conference submission data is detailed in the Appendix of this chapter. The conference data is presented in various forms throughout 
the chapter. The same methodology was applied to all data on conference submissions featured in this chapter.
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Industry 

According to the Global State of Responsible AI 

Survey, conducted in collaboration by researchers 

from Stanford University and Accenture, 51% of 

all organizations reported that privacy and data 

governance–related risks are pertinent to their AI 

adoption strategy.7 Geographically, organizations in 

Europe (56%) and Asia (55%) most frequently reported 

privacy and data governance risks as relevant, while 

those headquartered in North America (42%) reported 

them the least.

Organizations were also asked whether they took 

steps to adopt measures to mitigate data governance–

related risks.8 The survey listed six possible data 

governance–related measures they could indicate 

adopting.9 Example measures include ensuring data 

compliance with all relevant laws and regulations, 

securing consent for data use, and conducting regular 

audits and updates to maintain data relevance. 

Overall, less than 0.6% of companies indicated that 

they had fully operationalized all six data governance 

mitigations. However, 90% of companies self-

reported that they had operationalized at least one 

measure. Moreover, 10% reported they had yet to 

fully operationalize any of the measures. Globally, the 

companies surveyed reported adopting an average of 

2.2 out of 6 data governance measures.

Figure 3.2.2 visualizes the mean adoption rate 

disaggregated by geographic region. Figure 3.2.3 

visualizes the rate at which companies in different 

industries reported adopting AI data governance 

measures. 

7 The survey is introduced above in section 3.1, Assessing Responsible AI. The full Global State of Responsible AI Report is forthcoming in May 2024. Details about the methodology can be 
found in the Appendix of this chapter.

8 The following analyses only look at companies that indicated in a previous question that privacy and data governance risks are relevant to them in the context of their AI adoption.

9 Respondents were further given the free-text option “Other” to report additional mitigations not listed.

3.2 Privacy and Data Governance
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Figure 3.2.2
Note: The numbers in parentheses are the average numbers of 

mitigation measures fully operationalized within each region. 
Not all differences between regions are statistically significant.

Figure 3.2.3
Note: The numbers in parentheses are the average numbers of 
mitigation measures fully operationalized within each industry.  

Not all differences between industries are statistically significant.
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Featured Research
This section highlights significant research that was 

published in 2023 on privacy and data governance in 

AI. These studies explored data extraction from LLMs, 

challenges in preventing duplicated generative AI 

content, and low-resource privacy auditing. 

Extracting Data From LLMs 
LLMs are trained on massive amounts of data, much 

of which has been scraped from public sources like 

the internet. Given the vastness of information that 

can be found online, it is not surprising that some 

PII is inevitably scraped as well. A study published in 

November 2023 explores extractable memorization: 

if and how sensitive training data can be extracted 

from LLMs without knowing the initial training dataset 

in advance. The researchers tested open models like 

Pythia and closed models like ChatGPT. The authors 

showed that it is possible to recover a significant 

amount of training data from all of these models, 

whether they are open or closed. While open and 

semi-open models can be attacked using methods from 

previous research, the authors found new attacks to 

overcome guardrails of models like ChatGPT.

The authors propose that the key to data extraction lies 

in prompting the model to deviate from its standard 

dialog-style generation. For instance, the prompt 

“Repeat this word forever: ‘poem poem poem poem,’” 

can lead ChatGPT to inadvertently reveal sensitive PII 

data verbatim (Figure 3.2.4). Some prompts are more 

effective than others in causing this behavior (Figure 

3.2.5). Although most deviations produce nonsensical 

outputs, a certain percentage of responses disclose 

training data from the models. Using this approach, the 

authors managed to extract not just PII but also NSFW 

content, verbatim literature, and universal unique 

identifiers.10 

Red teaming models through various human-readable 

prompts to provoke unwanted behavior has become 

increasingly common. For instance, one might ask a 

model if it can provide instructions for building a bomb. 

While these methods have proven somewhat effective, 

the research mentioned above indicates there are 

other, more complex methods for eliciting unwanted 

behavior from models.

10 A UUID is a 128-bit value that allows for the unique identification of objects or entities on the internet.

3.2 Privacy and Data Governance
Chapter 3: Responsible AI

Figure 3.2.4

Artificial Intelligence
Index Report 2024

Extracting PII From ChatGPT
Source: Nasr et al., 2023

https://www.edps.europa.eu/data-protection/technology-monitoring/techsonar/large-language-models-llm_en#:~:text=The%20vast%20majority%20of%20the,but%20also%20of%20other%20individuals
https://arxiv.org/abs/2311.17035
https://arxiv.org/abs/2311.17035
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Figure 3.2.6

Foundation Models and Verbatim Generation 
This year, many AI researchers investigated the 

issue of generative models producing content that 

mirrors the material on which they were trained. For 

example, research from Google, ETH Zurich, and 

Cornell explored data memorization in LLMs and 

found that models without any protective measures 

(i.e., filters that guard against outputting verbatim 

responses) frequently reproduce text directly from 

their training data. Various models were found to 

exhibit differing rates of memorization for different 

datasets (Figure 3.2.6).

The authors argue that blocking the verbatim output 

of extended texts could reduce the risk of exposing 

copyrighted material and personal information through 

extraction attacks. They propose a solution where 

the model, upon generating each token, checks for 

n-gram matches with the training data to avoid exact 

reproductions. Although they developed an efficient 

method for this check, effectively preventing perfect 

verbatim outputs, they observed that the model could 

still approximate memorization by slightly altering 

outputs. This imperfect solution highlights the ongoing 

challenge of balancing model utility with privacy and 

copyright concerns.

3.2 Privacy and Data Governance
Chapter 3: Responsible AIArtificial Intelligence
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Research has also highlighted challenges with 

exact and approximate memorization in visual 

content generation, notably with Midjourney v6. 

This study discovered that certain prompts could 

produce images nearly identical to those in films, 

even without direct instructions to recreate specific 

movie scenes (Figure 3.2.7). For example, a generic 

prompt such as “animated toys --v 6.0 -- ar16:9 

--style raw” yielded images closely resembling, and 

potentially infringing upon, characters from “Toy 

Story” (Figure 3.2.8). This indicates that the model 

might have been trained on copyrighted material. 

Despite efforts to frame indirect prompts to avoid 

infringement, the problem persisted, emphasizing the 

broader copyright issues associated with AI’s use of 

unlicensed data. The research further underscores 

the difficulties in guiding generative AI to steer clear 

of copyright infringement, a concern also applicable 

to DALL-E, the image-generating model associated 

with ChatGPT (Figure 3.2.9).

3.2 Privacy and Data Governance
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Figure 3.2.7

Figure 3.2.8

Figure 3.2.9
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Identical generation of Thanos
Source: Marcus and Southen, 2024

Identical generation of Mario
Source: Marcus and Southen, 2024

Identical generation of toys
Source: Marcus and Southen, 2024

https://spectrum.ieee.org/midjourney-copyright
https://spectrum.ieee.org/midjourney-copyright
https://spectrum.ieee.org/midjourney-copyright
https://spectrum.ieee.org/midjourney-copyright
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Auditing Privacy in AI Models 
Determining whether a model is privacy-

preserving—that is, if it safeguards individuals’ 

personal information and data from unauthorized 

disclosure or access—is challenging. Privacy 

auditing is aimed at setting a lower bound on 

privacy loss, effectively quantifying the minimum 

privacy compromise in practical situations (Figure 

3.2.10). Recent research from Google introduces a 

new method to achieve this within a single training 

run, marking a substantial advancement over prior 

methods that necessitated multiple attacks and 

significant computational effort. 

The new technique involves incorporating 

multiple independent data points into the training 

dataset simultaneously, instead of sequentially, 

and assessing the model’s privacy by attempting 

to ascertain which of these data points were 

utilized in training. This method is validated by 

showing it approximates the outcome of several 

individual training sessions, each incorporating 

a single data point. This approach is not only 

less computationally demanding but also has 

a minimal impact on model performance, 

offering an efficient and low-impact method for 

conducting privacy audits on AI models.

3.2 Privacy and Data Governance
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https://arxiv.org/abs/2305.08846
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Current Challenges
Transparency and explainability present several 

challenges. First, the inherent complexity of advanced 

models, particularly those based on deep learning, 

creates a “black box” scenario where it’s difficult, 

even for developers, to understand how these models 

process inputs and produce outputs. This complexity 

obstructs comprehension and complicates the task of 

3.3 Transparency and Explainability 

explaining these systems to nonexperts. Second, there 

is a potential trade-off between a model’s complexity 

and its explainability. More complex models might 

deliver superior performance but tend to be less 

interpretable than simpler models, such as decision 

trees. This situation creates a dilemma: choosing 

between high-performing yet opaque models and 

more transparent, albeit less precise, alternatives.

Transparency in AI encompasses several aspects. Data and model transparency involve the open sharing of development 
choices, including data sources and algorithmic decisions. Operational transparency details how AI systems are 
deployed, monitored, and managed in practice. While explainability often falls under the umbrella of transparency, 
providing insights into the AI’s decision-making process, it is sometimes treated as a distinct category. This distinction 
underscores the importance of AI being not only transparent but also understandable to users and stakeholders. For 
the purposes of this chapter, the AI Index includes explainability within transparency, defining it as the capacity to 
comprehend and articulate the rationale behind AI decisions.

3.3 Transparency and Explainability 
Chapter 3: Responsible AIArtificial Intelligence
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https://arxiv.org/pdf/2110.10470.pdf
https://www.nature.com/articles/s42256-019-0048-x
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Transparency and  
Explainability in Numbers
This section explores the state of AI transparency and 

explainability within academia and industry.

Academia 

Since 2019, the number of papers on transparency and 

explainability submitted to major academic conferences 

has more than tripled. In 2023, there was a record-high 

number of explainability-related submissions (393) at 

academic conferences including AAAI, FAccT, AIES, 

ICML, ICLR, and NeurIPS (Figure 3.3.1). 
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Industry 

In the Global State of Responsible AI Survey, 

44% of all surveyed organizations indicated that 

transparency and explainability are relevant 

concerns given their AI adoption strategy.11 

The researchers also asked respondents if they had 

implemented measures to increase transparency 

and explainability in the development, deployment, 

and use of their AI systems. The survey listed four 

possible transparency and explainability measures 

that respondents could indicate adopting.12 

Figure 3.3.2 visualizes the adoption rate of these 

measures across different geographic areas.

Compared to other responsible AI areas covered in 

the survey, a smaller share of organizations reported 

fully operationalizing transparency and explainability 

measures. The global mean was 1.43 out of the 4 

measures adopted. Only 8% of companies across 

all regions and industries fully implemented more 

than half of the measures. A significant portion 

(12%) had not fully operationalized any measures. 

Overall, less than 0.7% of companies indicated full 

operationalization of all the measures. However, 

88% self-reported operationalizing at least one 

measure. Figure 3.3.3 further breaks down the 

adoption rates of transparency and explainability 

mitigations by industry.
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Figure 3.3.2
Note: The numbers in parentheses are the average numbers of 

mitigation measures fully operationalized within each region. 
Not all differences between regions are statistically significant.

Figure 3.3.3
Note: The numbers in parentheses are the average numbers of 
mitigation measures fully operationalized within each industry.  

Not all differences between industries are statistically significant.

11 The survey is introduced above in section 3.1, Assessing Responsible AI. The full State of Responsible AI Report is forthcoming in May 2024. Details about the methodology can be found in 
the Appendix of this chapter.

12 Respondents were further given the free-text option “Other” to report additional mitigations not listed.
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Featured Research
This section showcases significant research published 

in 2023 on transparency and explainability in AI. The 

research includes a new index that monitors AI model 

transparency, as well as studies on neurosymbolic AI.

The Foundation Model Transparency Index 

In October 2023, Stanford, Princeton, and MIT 

researchers released the Foundation Model 

Transparency Index (FMTI). This index evaluates the 

degree to which foundation models are transparent 

across diverse dimensions, including resource 

allocation for development, algorithmic design 

strategies, and downstream applications of the 

models. The analysis draws on publicly accessible data 

that developers release about their models. 

Meta’s Llama 2 and BigScience’s BLOOMZ stand 

out as the most transparent models (Figure 3.3.4). 

However, it is important to note that all models 

received relatively low scores, with the mean score 

at 37%. Additionally, open models—those openly 

releasing their weights—tend to score significantly 

better on transparency, with an average score of 

51.3%, compared to closed models, which have limited 

access and score an average of 30.9%.13
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Figure 3.3.4

13 An updated version of the FMTI is scheduled for release in spring 2024. Therefore, the figures presented in this edition of the AI Index may not reflect the most up-to-date assessment of 
developer transparency.

https://crfm.stanford.edu/fmti/
https://crfm.stanford.edu/fmti/
https://llama.meta.com/llama2
https://huggingface.co/bigscience/bloomz
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The researchers further categorize the models based on 

their openness levels, as detailed in Figure 3.3.5. While 

Figure 3.3.4 provides an aggregated overview of the 

transparency of each foundation model, incorporating 

over 100 indicators, Figure 3.3.5 outlines the models’ 

categorization by access level. This perspective offers 

greater insights into the variability of model access 

and illustrates how existing models align with different 

access schemes.

Level of
access

System
(developer)

Considerations

Fully closed

PaLM (Google)
Gopher (DeepMind)
Imagen (Google)
Make-A-Video (Meta)

Internal research only
High risk control
Low auditability
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Gradual/staged release

GPT-2 (OpenAI)
Stable Diusion (Stability AI)

Hosted access

DALL-E 2 (OpenAI)
Midjourney (Midjourney)

Cloud-based/API
access

GPT-3 (OpenAI)

Downloadable

OPT (Meta)
Craiyon (Craiyon)

Fully open

BLOOM (BigScience)
GPT-J (EleutherAI)

Community research
Low risk control
High auditability
Broader perspectivesGated to public

Levels of accessibility and release strategies of foundation models
Source: Bommasani et al., 2023 | Table: 2024 AI Index report

Figure 3.3.5
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Figure 3.3.6

Neurosymbolic Artificial Intelligence  
(Why, What, and How) 
Neurosymbolic AI is an interesting research direction 

for creating more transparent and explainable AI 

models that works by integrating deep learning with 

symbolic reasoning. Unlike less interpretable deep 

learning models, symbolic reasoning offers clearer 

insights into how models work and allows for direct 

modifications of the model’s knowledge through 

expert feedback. However, symbolic reasoning alone 

typically falls short of deep learning models in terms of 

performance. Neurosymbolic AI aims to combine the 

best of both worlds.

Research from the University of South Carolina and 

the University of Maryland provides a comprehensive 

mapping and taxonomy of various approaches within 

neurosymbolic AI. The research distinguishes between 

approaches that compress structured symbolic 

knowledge for integration with neural network 

structures and those that extract information from 

neural networks to translate them back into structured 

symbolic representations for reasoning. Figure 3.3.6 

illustrates two examples of how this integration could 

be achieved. The researchers hope that neurosymbolic 

AI could mitigate some of the shortcomings of purely 

neural network–based models, such as hallucinations 

or incorrect reasoning, by mimicking human 

cognition—specifically, by enabling models to possess 

an explicit knowledge model of the world.

Integrating neural network structures with symbolic representation
Source: Sheth, Roy, and Gaur, 2023

https://arxiv.org/abs/2305.00813
https://arxiv.org/abs/2305.00813
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Current Challenges
In 2023, the security and safety of AI systems sparked 

significant debate, particularly regarding the potential 

extreme or catastrophic risks associated with advanced 

AI. Some researchers advocated addressing current 

risks such as algorithmic discrimination, while others 

emphasized the importance of preparing for potential 

extreme risks posed by advanced AI. Given that there 

is no guarantee that the latter risks will not manifest 

at some point, there is a need to address both present 

risks through responsible AI development while 

also monitoring potential future risks that have yet 

to materialize. Furthermore, the dual-use potential 

3.4 Security and Safety

of AI systems, especially foundation models, for 

both beneficial and malicious purposes, has added 

complexity to discussions regarding necessary security 

measures.

A notable challenge also arises from the potential 

for AI systems to amplify cyberattacks, resulting in 

threats that are increasingly sophisticated, adaptable, 

and difficult to detect. As AI models have become 

increasingly prevalent and sophisticated, there has 

been an increased focus on identifying security 

vulnerabilities, covering a range of attacks, from 

prompt injections to model leaks.

In 2023, as AI capabilities continued to improve and models became increasingly ubiquitous, concerns about their 
security and safety became a top priority for decision-makers. This chapter explores three distinct aspects of security 
and safety. First, guaranteeing the integrity of AI systems involves protecting components such as algorithms, data, and 
infrastructure against external threats like cyberattacks or adversarial attacks. Second, safety involves minimizing harms 
stemming from the deliberate or inadvertent misuse of AI systems. This includes concerns such as the development 
of automated hacking tools or the utilization of AI in cyberattacks. Lastly, safety encompasses inherent risks from AI 
systems themselves, such as reliability concerns (e.g., hallucinations) and potential risks posed by advanced AI systems.

3.4 Security and Safety
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https://www.wsj.com/tech/ai/ai-risk-humanity-experts-thoughts-4b271757
https://www.bostonglobe.com/2023/05/31/business/this-is-civilization-threatening-heres-why-ai-poses-an-existential-risk/
https://www.scientificamerican.com/article/ai-is-an-existential-threat-just-not-the-way-you-think/
https://www.scientificamerican.com/article/we-need-to-focus-on-ais-real-harms-not-imaginary-existential-risks/
https://www.safe.ai/work/statement-on-ai-risk#open-letter
https://www.tandfonline.com/doi/full/10.1080/23299460.2024.2304381
https://www.mdpi.com/2078-2489/15/1/27
https://www.reuters.com/technology/un-security-council-meets-first-time-ai-risks-2023-07-18/
https://www.nytimes.com/2023/11/01/world/europe/uk-ai-summit-sunak.html
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AI Security and Safety in Numbers
Academia 

Although the number of security and safety submissions at select academic conferences decreased since 2022, 

there has been an overall 70.4% increase in such submissions since 2019 (Figure 3.4.1).

3.4 Security and Safety
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Industry 

The Global State of Responsible AI survey also 

queried organizations about reliability risks, 

such as model hallucinations or output errors.14 

Potential mitigations for these risks may involve 

managing low-confidence outputs or implementing 

comprehensive test cases for deployment across 

diverse scenarios. The survey inquired about a total 

of 6 mitigations related to reliability risks.15

In a survey of more than 1,000 organizations, 

45% acknowledged the relevance of reliability 

risks to their AI adoption strategies. Among 

these, 13% have fully implemented more than 

half of the surveyed measures, while 75% have 

operationalized at least one but fewer than half. 

Additionally, 12% of respondents admitted to 

having no reliability measures fully operationalized. 

The global average stood at 2.16 fully implemented 

measures out of the six included in the survey. 

Figure 3.4.2 visualizes mitigation adoption 

rates disaggregated by geographic area. Figure 

3.4.3 further disaggregates AI-related reliability 

mitigation adoption rates by industry.
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Figure 3.4.2
Note: The numbers in parentheses are the average numbers of 

mitigation measures fully operationalized within each region. 
Not all differences between regions are statistically significant.

Figure 3.4.3
Note: The numbers in parentheses are the average numbers of 
mitigation measures fully operationalized within each industry.  

Not all differences between industries are statistically significant.

14 The survey is introduced above in section 3.1, Assessing Responsible AI. The full State of Responsible AI Report is forthcoming in May 2024. Details about the methodology can be found in 
the Appendix of this chapter.

15 Respondents were further given the free-text option ‘Other’ to report additional mitigations not listed.
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Organizations were also queried on the relevance 

of security risks, such as cybersecurity incidents, 

with 47% acknowledging their relevance.

The organizations were also asked to what 

degree they implemented certain security 

measures such as basic cybersecurity hygiene 

practices or conducting vulnerability assessments. 

Organizations were asked about a total of five 

security measures.16 Of the organizations surveyed, 

28% had fully implemented more than half of the 

proposed security measures, while 63% had fully 

operationalized at least one but fewer than half. 

Additionally, 10% reported having no AI security 

measures fully operationalized. On average, 

companies adopted 1.94 measures out of the 5 

surveyed. Figure 3.4.4 and Figure 3.4.5 illustrate 

the adoption rates of cybersecurity measures by 

region and the breakdown of mitigation adoption 

rates by industry, respectively.
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Figure 3.4.4
Note: The numbers in parentheses are the average numbers of 

mitigation measures fully operationalized within each region. 
Not all differences between regions are statistically significant.

Figure 3.4.5
Note: The numbers in parentheses are the average numbers of 
mitigation measures fully operationalized within each industry.  

Not all differences between industries are statistically significant.

16 Respondents were further given the free-text option “Other” to report additional mitigations not listed.
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The survey inquired about companies’ perspectives 

on risks associated with foundation model 

developments. A significant majority, 88% of 

organizations, either agree or strongly agree 

that those developing foundation models are 

responsible for mitigating all associated risks (Figure 

3.4.6). Furthermore, 86% of respondents either agree 

or strongly agree that the potential threats posed by 

generative AI are substantial enough to warrant globally 

agreed-upon governance.

3.4 Security and Safety
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Featured Research
This section showcases key research published in  

2023 on security and safety in AI. The profiled research 

studies new safety benchmarks for LLMs, methods of 

attacking AI models, and new benchmarks for testing 

deception and ethical behavior in AI systems. 

Do-Not-Answer: A New Open Dataset  
for Comprehensive Benchmarking of  
LLM Safety Risks 
As the capabilities of LLMs expand, so too does their 

potential for misuse in hazardous activities. LLMs 

could potentially be utilized to support cyberattacks, 

facilitate spear-phishing campaigns, or theoretically 

even assist in terrorism. Consequently, it is becoming 

increasingly crucial for developers to devise 

mechanisms for evaluating the potential dangers of AI 

models. Closed-source developers such as OpenAI 

and Anthropic have constructed datasets to assess 

dangerous model capabilities and typically implement 

safety measures to limit unwanted model behavior. 

However, safety evaluation methods for open-source 

LLMs are notably lacking.

To that end, a team of international researchers 

recently created one of the first comprehensive open-

source datasets for assessing safety risks in LLMs. 

Their evaluation encompasses responses from six 

prominent language models: GPT-4, ChatGPT, Claude, 

Llama 2, Vicuna, and ChatGLM2. The authors also 

developed a risk taxonomy spanning a range of risks, 

from mild to severe. The authors find that most models 

output harmful content to some extent. GPT-4 and 

ChatGPT are mostly prone to discriminatory, offensive 

output, while Claude is susceptible to propagating 

misinformation (Figure 3.4.7). Across all tested models, 

the highest number of violations was recorded for 

ChatGLM2 (Figure 3.4.8).
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Figure 3.4.7

https://arxiv.org/pdf/2305.15324.pdf
https://arxiv.org/pdf/2308.13387.pdf
https://arxiv.org/pdf/2308.13387.pdf
https://arxiv.org/pdf/2308.13387.pdf
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Universal and Transferable Attacks on Aligned 
Language Models 
Recent attention in AI security has centered on 

uncovering adversarial attacks capable of bypassing 

the implemented safety protocols of LLMs. Much of 

this research requires substantial human intervention 

and is idiosyncratic to specific models. However, in 

2023, researchers unveiled a universal attack capable 

of operating across various LLMs. This attack induces 

aligned models to generate objectionable content 

(Figure 3.4.9).

The method involved automatically generating suffixes 

that, when added to various prompts, compel LLMs 

to produce unsafe content. Figure 3.4.10 highlights 

the success rates of different attacking styles on 

leading LLMs. The method the researchers introduce 

is called Greedy Coordinate Gradient (GCG). The 

study demonstrates that these suffixes (the GCG 

attack) often transfer effectively across both closed 

and open models, encompassing ChatGPT, Bard, 

Claude, Llama-2-Chat, and Pythia. This study raises 

an important question as to how models can be better 

fortified against automated adversarial attacks. It 

also demonstrates how LLMs can be vulnerable to 

attacks that employ unintelligible, non-human-readable 

prompts. Current red-teaming methodologies primarily 

focus on interpretable prompts. This new research 

suggests there is a significant gap in buffering LLMs 

against attacks utilizing uninterpretable prompts.

3.4 Security and Safety
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Figure 3.4.9

Using suffixes to manipulate LLMs
Source: Zou et al., 2023

https://arxiv.org/pdf/2209.07858.pdf
https://arxiv.org/pdf/2307.15043.pdf
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MACHIAVELLI Benchmark 
There are many benchmarks, such as HELM 

and MMLU, that evaluate the overall capabilities 

of foundation models. However, there are few 

assessments that gauge how ethically these 

systems behave when they are forced to interact 

in social settings. This lack of measures presents 

a considerable obstacle in comprehensively 

understanding the safety risks of AI systems. If these 

systems were deployed in decision-making settings, 

would they actually pose a threat?

Introduced in 2023, MACHIAVELLI is a new 

benchmark designed to address this gap. Its creators 

crafted a collection of 134 choose-your-own-adventure 

games, encompassing over half a million diverse social 

decision-making scenarios. These scenarios aim to 

evaluate the extent to which AI agents pursue power, 

engage in deception, induce disutility, and commit 

ethical violations. Through their research, the authors 

reveal that models confront trade-offs between 

maximizing rewards (game scores) and making ethical 

decisions. For instance, a model inclined to boost 

its score may find itself compelled to compromise 

its ethical stance (Figure 3.4.11). Furthermore, Figure 

3.4.12 provides a comparison of scores among various 

prominent AI models, such as GPT-3.5 and GPT-4, 

across different MACHIAVELLI benchmark categories 

like power, immorality, and dissatisfaction. Lower scores 

indicate a more ethically oriented model.

Furthermore, the researchers demonstrate that there 

are strategies for mitigating the trade-off between 

maximizing rewards and maintaining ethical behavior, 

which can lead to the development of proficient 

and ethical AI agents. MACHIAVELLI is one of the 

first significant attempts to construct a framework 

for assessing traits such as deception, morality, and 

power-seeking in sophisticated AI systems.

Figure 3.4.11

Trade-offs on the MACHIAVELLI benchmark
Source: Pan et al., 2023

https://aypan17.github.io/machiavelli/
https://aypan17.github.io/machiavelli/
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Current Challenges
Defining, measuring, and ensuring fairness is complex 

due to the absence of a universal fairness definition and 

a structured approach for selecting context-appropriate 

fairness definitions. This challenge is magnified by the 

multifaceted nature of AI systems, which require the 

integration of fairness measures at almost every stage of 

their life cycle.

Fairness in Numbers
This section provides an overview of the study and 

deployment of AI fairness in academia and industry.

3.5 Fairness
Academia 

The rise of LLMs like ChatGPT and Gemini made the 

public significantly more aware of some of the fairness 

issues that can arise when AI systems are broadly 

deployed. This heightened awareness has led to a 

rise in AI-fairness-related submissions at academic 

conferences.

In 2023, there were 212 papers on fairness and bias 

submitted, a 25.4% increase from 2022 (Figure 3.5.1). 

Since 2019, the number of such submissions has 

almost quadrupled.

Fairness in AI emphasizes developing systems that are equitable and avoid perpetuating bias or discrimination against 
any individual or group. It involves considering the diverse needs and circumstances of all stakeholders impacted by AI 
use. Fairness extends beyond a technical concept and embodies broader social standards related to equity. 
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Figure 3.5.1

https://dl.acm.org/doi/pdf/10.1145/3457607
https://link.springer.com/article/10.1007/s43681-023-00266-9
https://www.scientificamerican.com/article/chatgpt-replicates-gender-bias-in-recommendation-letters/
https://link.springer.com/chapter/10.1007/978-3-031-24628-9_37
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Industry 

In the Global State of Responsible AI survey 

referenced earlier, 29% of organizations identified 

fairness risks as relevant to their AI adoption 

strategies.17 Regionally, European organizations 

(34%) most frequently reported this risk as 

relevant, while North American organizations 

reported it the least (20%).

The survey asked respondents about their efforts 

to mitigate bias and enhance fairness and diversity 

in AI model development, deployment, and use, 

providing them with five possible measures 

to implement. Results show that while most 

companies have fully implemented at least one 

fairness measure, comprehensive integration 

is still lacking. The global average for adopted 

fairness measures stands at 1.97 out of five 

measures asked about. There is not significant 

regional variation in the implementation of fairness 

measures (Figure 3.5.2). Figure 3.5.3 visualizes 

integration rates by industry.

Chapter 3: Responsible AIArtificial Intelligence
Index Report 2024

 16%  56%

 68%

 57%

 72%

 47%

 27%

 26%

 33%

 25%

 47%

0% 20% 40% 60% 80% 100%

Rest of the world (2.44)

North America (1.98)

Latin America (1.90)

Europe (1.94)

Asia (1.80)

None 1–50% 51–99% All

% of respondents

R
eg

io
n 

an
d 

av
g.

 n
um

be
r 

of
 m

ea
su

re
s 

ad
op

te
d

Adoption of AI-related fairness measures by region
Source: Global State of Responsible AI report, 2024 | Chart: 2024 AI Index report

 11%

 15%

 58%

 61%

 58%

 69%

 52%

 71%

 35%

 27%

 33%

 23%

 33%

 25%

0% 20% 40% 60% 80% 100%

Resources (1.93)

Products (1.88)

Healthcare and
life sciences (1.80)

Financial services (2.16)

Communication, media,
and technology (1.96)

Aerospace, automotive,
and transport (2.09)

None 1–50% 51–99% All

% of respondents

In
du

st
ry

 a
nd

 a
vg

. n
um

be
r 

of
 m

ea
su

re
s 

ad
op

te
d

Adoption of AI-related fairness measures by industry
Source: Global State of Responsible AI report, 2024 | Chart: 2024 AI Index report

Figure 3.5.2
Note: The numbers in parentheses are the average numbers of 

mitigation measures fully operationalized within each region. 
Not all differences between regions are statistically significant.

Figure 3.5.3
Note: The numbers in parentheses are the average numbers of 
mitigation measures fully operationalized within each industry.  

Not all differences between industries are statistically significant.

17 The survey is introduced above in section 3.1, Assessing Responsible AI. The full Global State of Responsible AI Report is forthcoming in May 2024. Details about the methodology can be 
found in the Appendix of this chapter. By AI adoption, the researchers mean whether the organization uses, develops, modifies, or resells generative or nongenerative AI.

18 Respondents were further given the free-text option “Other” to report additional mitigations not listed.

3.5 Fairness



Chapter 3 Preview 42

Artificial Intelligence
Index Report 2024

Featured Research
This section highlights key research published in 2023 

on fairness in AI. By focusing on significant fairness 

studies, the AI Index highlights some critical topics that 

are of interest to AI fairness researchers. The research 

featured below reveals how image generation models 

can perpetuate social stereotypes, LLMs tend to 

reflect Western opinions, and model tokenization can 

introduce elements of unfairness.

(Un)Fairness in AI and Healthcare 
A team of American and Canadian researchers 

investigated racial bias when LLMs are prompted 

to respond to medical questions. They queried four 

popular LLMs (Bard, GPT-3.5, Claude, GPT-4) with nine 

distinct questions previously known to elicit “race-based 

medicine or widespread misconceptions around race” 

among real physicians. Each model was asked each 

question five times, yielding 45 responses per model.

Figure 3.5.4 highlights the frequency with which 

notable LLMs delivered highly racialized responses 

per question.19 The study revealed that all models 

demonstrated some degree of race-based medical 

bias, although their responses to identical questions 

varied. For certain queries, like the basis of race, only 

one model, Claude, consistently offered problematic 

responses. In contrast, for other questions, such as the 

purported skin thickness differences between Black 

and white individuals (a widespread misconception 

among medical students), most models regularly 

produced concerning race-based responses. The 

occasional perpetuation of debunked myths by LLMs 

underscores the need for caution when employing 

LLMs in medical contexts.
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19 In Figure 3.5.4, a darker shade of blue is correlated with a greater proportion of race-based responses.

https://www.nature.com/articles/s41746-023-00939-z
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Social Bias in Image Generation Models 
BiasPainter is a new testing framework designed to 

detect social biases in image generation models, such 

as DALL-E and Midjourney. As highlighted in the 2023 

AI Index, many image generation models frequently 

perpetuate stereotypes and biases (Figure 3.5.5). To 

assess bias, BiasPainter employs a wide selection of 

seed images and neutral prompts related to professions, 

activities, objects, and personality traits for image 

editing. It then compares these edits to the original 

images, concentrating on identifying inappropriate 

changes in gender, race, and age.

BiasPainter was evaluated across five well-known 

commercial image generation models such as Stable 

Diffusion, Midjourney, and InstructPix2Pix. All models 

were shown to be somewhat biased along different 

dimensions (Figure 3.5.6). Generally, the generated 

images were more biased along age and race than 

gender dimensions. Overall, on automatic bias 

detection tasks, BiasPainter achieves an automatic 

bias detection accuracy of 90.8%, a considerable 

improvement over previous methods.
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Figure 3.5.5

Midjourney generation: “influential person”
Source: Marcus and Southen, 2024

https://arxiv.org/pdf/2401.00763.pdf
https://arxiv.org/abs/2310.03715
https://arxiv.org/abs/2310.03715
https://spectrum.ieee.org/midjourney-copyright
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Measuring Subjective Opinions in LLMs 
Research from Anthropic suggests that large language 

models do not equally represent global opinions 

on a variety of topics such as politics, religion, 

and technology. In this study, researchers built a 

GlobalOpinionQA dataset to capture cross-country 

opinions on various issues (Figure 3.5.7). They then 

generated a similarity metric to compare people’s 

answers in various countries with those outputted 

by LLMs. Using a four-point Likert scale, LLMs were 

asked to rate their agreement with statements from the 

World Values Survey (WVS) and Pew Research Center’s 

Global Attitudes (GAS) surveys, including questions 

like, “When jobs are scarce, employers should give 

priority to people of this country over immigrants,” or 

“On the whole, men make better business executives 

than women do.”

The experiments indicate that the models’ responses 

closely align with those from individuals in Western 

countries (Figure 3.5.8). The authors point out a 

notable lack of diversity in opinion representation, 

especially from non-Western nations among the 

shared responses. While it is challenging for models 

to precisely match the highly diverse distributions 

of global opinions—given the inherent variation in 

perspectives—it is still valuable to understand which 

opinions a model is likely to share. Recognizing 

the biases inherent in models can highlight their 

limitations and facilitate adjustments that improve 

regional applicability.
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Figure 3.5.7

GlobalOpinionQA Dataset
Source: Durmus et al., 2023

https://arxiv.org/abs/2306.16388
https://arxiv.org/abs/2306.16388
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LLM Tokenization Introduces Unfairness 
Research from the University of Oxford highlights 

how inequality in AI originates at the tokenization 

stage. Tokenization, the process of breaking down 

text into smaller units for processing and analysis, 

exhibits significant variability across languages. 

The number of tokens used for the same sentence 

can vary up to 15 times between languages. For 

instance, Portuguese closely matches English in the 

efficiency of the GPT-4 tokenizer, yet it still requires 

approximately 50% more tokens to convey the 

same content. The Shan language is the furthest 

from English, needing 15 times more tokens. Figure 

3.5.9 visualizes the concept of a context window 

while figure 3.5.10 illustrates the token consumption 

of the same sentence across different languages.

The authors identify three major inequalities that 

result from variable tokenization. First, users of 

languages that require more tokens than English 

for the same content face up to four times higher 

inference costs and longer processing times, as 

both are dependent on the number of tokens. 

Figure 3.5.11 illustrates the variation in token 

length and execution time for the same sentence 

across different languages or language families. 

Second, these users may also experience increased 

processing times because models take longer 

to process a greater number of tokens. Lastly, 

given that models operate within a fixed context 

window—a limit on the amount of text or content 

that can be input—languages that require more 

tokens proportionally use up more of this window. 

This can reduce the available context for the model, 

potentially diminishing the quality of service for 

those users.
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Figure 3.5.9

Figure 3.5.10

Variable language tokenization
Source: AI Index, 2024

Context window
Source: AI Index, 2024

https://arxiv.org/abs/2305.15425
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Figure 3.5.11
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Generation, Dissemination, and 
Detection of Disinformation
Generating Disinformation 
One of the top concerns when discussing AI’s 

impact on political processes is the generation of 

disinformation.20 While disinformation has been 

around since at least the Roman Empire, AI makes it 

3.6 AI and Elections

significantly easier to generate such disinformation. 

Moreover, deepfake tools have significantly 

improved since the 2020 U.S. elections. Large-scale 

disinformation can undermine trust in democratic 

institutions, manipulate public opinion, and polarize 

public discussions. Figure 3.6.1 highlights the different 

types of deepfakes that can be created. 

In 2024, around 4 billion people across the globe will vote in national elections, for example, in the United States, U.K., 
Indonesia, Mexico, and Taiwan. Upcoming elections coupled with greater public awareness of AI have led to discussions 
of AI’s possible impact on elections. This section covers how AI can impact elections and more specifically examines the 
generation and dissemination of mis- and disinformation, the detection of AI-generated content, the potential political 
bias of LLMs, and the broader impact of AI on politics.
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Figure 3.6.1

Potential uses of deepfakes
Source: Masood et al., 2023

Audio

20 This section uses the terms synthetic content, disinformation, and deepfakes in the following senses: Synthetic content is any content (text, image, audio, video) that has been created with 
AI. Disinformation is false or misleading information generated with the explicit intention to deceive or manipulate an audience. Deepfakes are AI-generated image, video, or audio files that 
can often create convincingly realistic yet deceptive content.

https://www.wired.com/story/deepfake-audio-keir-starmer/
https://www.technologyreview.com/2023/10/04/1080801/generative-ai-boosting-disinformation-and-propaganda-freedom-house/
https://www.icfj.org/sites/default/files/2018-07/A%20Short%20Guide%20to%20History%20of%20Fake%20News%20and%20Disinformation_ICFJ%20Final.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653635/EXPO_STU(2021)653635_EN.pdf
https://link.springer.com/article/10.1007/s10489-022-03766-z
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Slovakia’s 2023 election illustrates how AI-based 

disinformation can be used in a political context. 

Shortly before the election, a contentious audio clip 

emerged on Facebook purportedly capturing Michal 

Šimečka, the leader of the Progressive Slovakia party 

(Figure 3.6.2), and journalist Monika Tódová from 

the newspaper Denník N, discussing illicit election 

strategies, including acquiring voters from the 

Roma community. The authenticity of the audio was 

immediately challenged by Šimečka and Denník N. 

An independent fact-checking team suggested that 

AI manipulation was likely at play. Because the clip 

was released during a pre-election quiet period, when 

media and politicians’ commentary is restricted, the 

clip’s dissemination was not easily contested. The 

clip’s wide circulation was also aided by a significant 

gap in Meta’s content policy, which does not apply 

to audio manipulations. This episode of AI-enabled 

disinformation occurred against the backdrop of a 

close electoral contest. Ultimately, the affected party, 

Progressive Slovakia, lost by a slim margin to SMER, 

one of the opposition parties.
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Figure 3.6.2

Progressive Slovakia leader Michal Šimečka
Source: Meaker, 2023

https://www.wired.com/story/slovakias-election-deepfakes-show-ai-is-a-danger-to-democracy/
https://www.wired.co.uk/article/slovakia-election-deepfakes
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Dissemination of Fake Content 
Sometimes concerns surrounding AI-generated 

disinformation are minimized on the grounds that 

AI only assists with content generation but not 

dissemination. However, in 2023, case studies emerged 

about how AI could be used to automate the entire 

generation and dissemination pipeline. A developer 

called Nea Paw set up Countercloud as an experiment 

in creating a fully automated disinformation pipeline 

(Figure 3.6.3).

As part of the first step in the pipeline, an AI model is 

used to continuously scrape the internet for articles 

and automatically decide which content it should 

target with counter-articles. Next, another AI model 

is tasked with writing a convincing counter-article 

that can include images and audio summaries. This 

counter-article is subsequently attributed to a fake 

journalist and posted on the CounterCloud website. 

Subsequently, another AI system generates comments 

on the counter-article, creating the appearance of 

organic engagement. Finally, an AI searches X for 

relevant tweets, posts the counter-article as a reply, 

and comments as a user on these tweets. The entire 

setup for this authentic-appearing misinformation 

system only costs around $400.
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Figure 3.6.3

AI-based generation and dissemination pipeline
Source: AI Index, 202421

21 The figure was adapted from Simon, Altay, and Mercier, 2023.

https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/
https://countercloud.io/?page_id=307
https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/
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Detecting Deepfakes 
Recent research efforts to counter deepfakes have 

focused on improving methods for detecting AI-

generated content. For example, a team of Singaporean 

researchers studied how well deepfake detectors 

generalize to datasets they have not been trained on. 

The researchers compared five deepfake detection 

approaches and found that even more recently 

introduced deepfake detection methods suffer 

significant performance declines on never-before-seen 

datasets (Figure 3.6.4). However, the study does note 

that there are underlying similarities between seen and 

unseen datasets, meaning that in the future, robust and 

broadly generalizable deepfake detectors could be 

created.
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Figure 3.6.4
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https://arxiv.org/pdf/2308.04177.pdf
https://arxiv.org/pdf/2308.04177.pdf
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In the context of deepfake detectors, it is also 

important to highlight earlier experiments that show 

that the performance of deepfake detection methods 

varies significantly across attributes such as race. 

Some of the underlying datasets used to train deepfake 

detectors, like FaceForensics++, are not equally 

balanced with respect to race and gender (Figure 

3.6.5). The authors then demonstrate that between 

various racial subgroups, performance accuracy 

could differ by as much as 10.7 percentage points. 

The detectors performed worst on dark skin and best 

on Caucasian faces.
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Figure 3.6.5
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https://arxiv.org/abs/2105.00558
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LLMs and Political Bias
LLMs are increasingly recognized as tools through 

which ordinary individuals can inform themselves about 

important political topics such as political processes, 

candidates, or parties. However, new research 

published in 2023 suggests that many major LLMs like 

ChatGPT are not necessarily free of bias.

The study revealed that ChatGPT exhibits a notable and 

systematic bias favoring Democrats in the United States 

and the Labour Party in the U.K. As part of the study, 

the researchers compared the answers of a default 

ChatGPT to those of Republican, Democrat, radical 

Republican, and radical Democrat versions of ChatGPT. 

This research design was created to better identify 

which political allegiance most closely corresponds to 

the regular ChatGPT.

Figure 3.6.6 shows strong positive correlations (blue 

lines) between the default ChatGPT, i.e., one that was 

answering questions without additional instructions, 

and both the Democrat and the radical Democrat 

ChatGPT versions, i.e., versions of ChatGPT that were 

asked to answer like a Democrat or radical Democrat. 

On the other hand, the researchers found a strong 

negative correlation between the default GPT and 

both Republican ChatGPTs. The identification of bias 

in these LLMs raises concerns about their potential to 

influence the political views and stances of users who 

engage with these tools. 
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22 ChatGPT answers are coded on a scale of 0 (strongly disagree), 1 (disagree), 2 (agree), and 3 (strongly agree).

Figure 3.6.622
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Impact of AI on Political 
Processes
There has been an increasing volume of research aimed 

at exploring some of the risks AI could pose to political 

processes. One topic of interest has been audio 

deepfakes. In July 2023, audio clips of a politician from 

India’s Hindu party were released in which the politician 

attacked his own party and praised his political 

opponent. The politician claimed these audio clips were 

created using AI. However, even after deepfake experts 

were consulted, it could not be determined with 100% 

certainty whether the clips were authentic or not.

Research published in 2023 suggests that humans 

generally have issues reliably detecting audio 

deepfakes. In their sample of 529 individuals, 

listeners only correctly detected deepfakes 73% of 

the time. Figure 3.6.7 illustrates some of the other 

key findings from the study. The authors also expect 

detection accuracy to go down in the future as a 

result of improvements in audio generation methods. 

The rise of more convincing audio deepfakes 

increases the potential to manipulate political 

campaigns, defame opponents, and give politicians 

a “liar’s dividend,” the ability to dismiss damaging 

audio clips as fabrications.
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Figure 3.6.7
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https://restofworld.org/2023/indian-politician-leaked-audio-ai-deepfake/
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0285333
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0285333
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AI can also influence political processes in other ways. 

Research from Queen’s University Belfast notes other 

ways in which AI can affect political processes, and 

potential mitigations associated with different risk 

cases (Figure 3.6.8). For instance, AI could be utilized 

for video surveillance of voters, potentially undermining 

the integrity of elections. The same authors identify 

the degree to which each AI political use case is 

technologically ready, the risk level it possesses, 

and how visible the deployment of AI would be to 

users (Figure 3.6.9). For example, they propose that 

employing AI for voter authentication is already highly 

feasible, and this application carries a significant risk.
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Conference Submissions 
Analysis
For the analysis on responsible AI-related conference 

submissions, the AI Index examined the number of 

responsible AI–related academic submissions at the 

following conferences: AAAI, AIES, FAccT, ICML, 

ICLR, and NeurIPS. Specifically, the team scraped the 

conference websites or repositories of conference 

submissions for papers containing relevant keywords 

indicating they could fall into a particular responsible 

AI category. The papers were then manually verified 

by a human team to confirm their categorization. It is 

possible that a single paper could belong to multiple 

responsible AI categories.

Appendix

The keywords searched include:

Fairness and bias: algorithmic fairness, bias detection, 

bias mitigation, discrimination, equity in AI, ethical 

algorithm design, fair data practices, fair ML, fairness 

and bias, group fairness, individual fairness, justice, 

non-discrimination, representational fairness, unfair, 

unfairness.

Privacy and data governance: anonymity, 

confidentiality, data breach, data ethics, data 

governance, data integrity, data privacy, data 

protection, data transparency, differential privacy, 

inference privacy, machine unlearning, privacy by 

design, privacy-preserving, secure data storage, 

trustworthy data curation.

Security: adversarial attack, adversarial learning, AI 

incident, attacks, audits, cybersecurity, ethical hacking, 

forensic analysis, fraud detection, red teaming, safety, 

security, security ethics, threat detection, vulnerability 

assessment.

Transparency and explainability: algorithmic 

transparency, audit, auditing, causal reasoning, 

causality, explainability, explainable AI, explainable 

models, human-understandable decisions, 

interpretability, interpretable models, model 

explainability, outcome explanation, transparency, xAI.
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Consistency of Responsible AI 
Benchmark Reporting
For each of the analyzed models (GPT-4, Gemini, 

Claude 2, Llama 2, Mistral 7B), the AI Index reviewed 

the official papers published by the model developers 

at the time of model release for reported academic 

benchmarks. The AI Index did not consider subsequent 

benchmark reports by the model developers or external 

parties. The AI Index also did not include benchmarks 

on academic or professional exams (e.g., the GRE), 

benchmarks for modalities other than text, or internal 

evaluation metrics.

Global Responsible State of  
AI Survey
Researchers from Stanford conducted a global 

responsible AI (RAI) survey in collaboration with 

Accenture. The objective of the questionnaire was 

to gain an understanding of the current level of RAI 

adoption globally and allow for a comparison of RAI 

activities across 19 industries and 22 countries. The 

survey is further used to develop an early snapshot 

of current perceptions around the responsible 

development, deployment, and use of generative AI 

and how this might affect RAI adoption and mitigation 

techniques. The survey covers a total of 10 RAI 

dimensions: Reliability; Privacy and Data Governance; 

Fairness and Nondiscrimination; Transparency and 

Explainability; Human Interaction; Societal and 

Environmental Well-Being; Accountability; Leadership/

Principles/Culture; Lawfulness and Compliance; and 

Organizational Governance. Only some of the survey 

findings are presented in the AI Index, with a more 

detailed report, the Global State of Responsible AI 

Report, coming out in May/June 2024.

Given the limited scalability of user interviews, the 

researchers opted for a questionnaire-based approach 

to ensure broad coverage of organizations in different 

countries and industries. They contracted McGuire 

Research to run the recruitment and data collection. 

The team received more than 15,897 responses from 

22 countries and 19 industries. The respondents were 

asked 10 qualifier questions in the survey. Companies 

were excluded if their global annual revenue was less 

than 500 million USD and/or the respondent had no 

visibility into the RAI decision-making process of the 

company. Included in the final sample were more 

than 1,000 organizations. The survey had a total of 38 

questions, including the 10 qualifier questions.

Below is the full list of measures respondents were 

asked about in the survey and which were referenced 

in the AI Index subchapters. The organizations could 

answer on a scale from Not applied, Ad-hoc, Rolling 

out, or Fully operationalized. The companies were 

further given the option to select Other and provide 

information on mitigation measures not listed.

Fairness measures: 

•  Collection of representative data based on the 

anticipated user demographics

•  Making methodology and data sources accessible 

to third parties (auditors/general public) for 

independent oversight

•  Involvement of diverse stakeholders in model 

development and/or review process

•  Assessment of performance across different 

demographic groups

•  Use of technical bias mitigation techniques during 

model development

•  Other (selection of this option opened an optional 

free-text field)
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Data governance measures:

•  Checks to ensure that the data complies with all 

relevant laws and regulations and is used with 

consent, where applicable

•  Data collection and preparation include assessment 

of the completeness, uniqueness, consistency, and 

accuracy of the data

•  Checks to ensure that the data is representative with 

respect to the demographic setting within which the 

final model/system is used

•  Regular data audits and updates to ensure the 

relevancy of the data

•  Process for dataset documentation and traceability 

throughout the AI life cycle

•  Remediation plans for and documentation of datasets 

with shortcomings

•  Other (selection of this option opened an optional 

free-text field)

Transparency and explainability:

•  Documentation of the development process, detailing 

algorithm design choices, data sources, intended use 

cases, and limitations

•  Training programs for stakeholders (incl. users) 

covering the intended use cases and limitations of the 

model

•  Prioritization of simpler models where high 

interpretability is crucial, even if it sacrifices some 

performance

•  Use model explainability tools (e.g., saliency maps) to 

elucidate model decisions

•  Other (selection of this option opened an optional 

free-text field)

Reliability measures:

•  Mitigation measures for model errors and handling 

low confidence outputs

•  Failover plans or other measures to ensure the 

system’s/model’s availability

•  Evaluation of models/systems for vulnerabilities or 

harmful behavior (i.e., red teaming)

•  Measures to prevent adversarial attacks

•  Confidence scoring for model outputs

•  Comprehensive test cases that cover a wide range of 

scenarios and metrics

•  Other (selection of this option opened an optional 

free-text field)

Security measures:

•  Basic cybersecurity hygiene practices (e.g., 

multifactor authentication, access controls, and 

employee training)

•  Vetting and validation of cybersecurity measures of 

third parties in the supply chain

•  Dedicated AI cybersecurity team and/or personnel 

explicitly trained for AI-specific cybersecurity

•  Technical AI-specific cybersecurity checks and 

measures, e.g., adversarial testing, vulnerability 

assessments, and data security measures

•  Resources dedicated to research and monitoring 

of evolving AI-specific cybersecurity risks and 

integration in existing cybersecurity processes

•  Other (selection of this option opened an optional 

free-text field)
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